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Abstract-The rapid growth of the Internet of Things (IoT) has 

created unprecedented opportunities for smart cities, 

healthcare, transportation, and industrial automation. 

However, IoT devices are resource-constrained, typically 

battery-powered, and vulnerable to security threats that 

introduce additional computational and communication 

overhead. Existing network simulation tools often simplify or 

ignore the interplay between energy consumption and 

security protocols, resulting in unrealistic performance 

estimates. This paper addresses this gap by systematically 

analysing energy–security trade-offs in IoT systems and 

proposing a framework for integrated modelling within ns-3. 

The study reviews prior work identifies limitations in current 

simulation practices and highlights how incorporating 

realistic battery models and cryptographic overhead can 

improve the accuracy of performance evaluation. Our 

proposed approach aims to support researchers and 

practitioners in designing IoT networks that are both energy-

efficient and secure. 

Keywords: Internet of Things (IoT), Energy consumption 

modelling, Security overhead, ns-3 simulation, Cryptographic 

protocols, Battery lifetime, Energy–security trade-offs, 

Sustainable IoT networks 

 

INTRODUCTION 

The Internet of Things (IoT) has emerged as one of the most 

transformative components of the digital era, driving 

innovation across domains such as smart homes, precision 

agriculture, healthcare monitoring, industrial automation, and 

critical infrastructure management. Billions of interconnected 

devices now generate continuous streams of sensor data, 

network traffic, and contextual information, enabling 

unprecedented opportunities for efficiency, automation, and 

real-time decision-making. At the same time, the explosive 

growth of resource-constrained devices, reliance on wireless 

connectivity, and adoption of diverse communication protocols 

(such as Zigbee, LoRaWAN, and 6LoWPAN) have introduced 

new complexities in managing energy resources and 

safeguarding data integrity. This evolving environment creates 

both opportunities to optimize IoT deployments and challenges 

that demand realistic modelling of their dual constraints: 

energy consumption and security overhead. 

 

Early research in IoT simulation has primarily emphasized 

either energy efficiency or security in isolation. Energy-aware 

studies have focused on duty cycling, MAC layer optimization, 

and energy-harvesting mechanisms, while security-focused 

research has concentrated on encryption schemes, 

authentication protocols, and intrusion prevention strategies. 

Simulators such as ns-3, Cooja, and OMNeT++ have been 

central to advancing conceptual clarity in both areas. For 

instance, energy consumption models have been introduced to 

capture device-level transmission and idle costs, while 

cryptographic modules have been simulated to test 

confidentiality and integrity mechanisms. These contributions 

demonstrate the potential of simulation environments to 

replicate key IoT behaviours and provide insights for network 

design. 

Yet, despite these advances, critical gaps remain unresolved. 

Most simulation studies rely on simplified linear battery 

models that do not account for the non-linear discharge 

dynamics, recovery effects, or capacity degradation typical of 

real-world batteries. Similarly, while security mechanisms such 

as AES or ECC encryption introduce measurable delays and 

additional energy consumption, these costs are frequently 

abstracted away or omitted entirely in simulation models. As a 

result, IoT research risks producing performance evaluations 

that are overly optimistic, non-reproducible, and disconnected 

from practical deployments. This fragmented approach 

undermines the reliability of simulation-based insights for 

industry practitioners and policymakers. 

 

One of the most pressing limitations is the lack of integrated 

energy–security modelling frameworks. Current research tends 

to treat energy and security as separate silos, overlooking the 

fact that cryptographic operations directly affect device power 

budgets and network throughput. For example, enabling end-

to-end encryption increases packet size and computation time, 

which in turn accelerates battery drain and reduces quality of 

service in delay-sensitive applications. Without holistic models 

that capture these interdependencies, it is impossible to fully 

assess the sustainability of IoT deployments. 
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Equally important is the issue of realism and generalizability. 

Many studies rely on toy scenarios, closed datasets, or small-

scale testbeds that fail to reflect the heterogeneity of IoT 

environments across domains such as healthcare, 

transportation, and industrial control. A standardized and 

reproducible approach to integrated energy–security modelling 

is necessary to ensure that insights are valid across multiple 

contexts. This requires capturing diverse traffic patterns, device 

configurations, and adversarial conditions within simulation 

frameworks. 

 

This research paper seeks to address these gaps by advancing 

an integrated approach to energy and security modelling in IoT 

simulation. Building on existing literature in network 

simulation, cryptography, and power modelling, the study 

emphasizes (1) the limitations of oversimplified energy and 

security assumptions, (2) the need to account for non-linear 

battery behaviour and cryptographic overheads, (3) methods for 

embedding integrated modules within ns-3, and (4) principles 

of transparency, reproducibility, and cross-domain 

applicability. Unlike earlier works that remain descriptive or 

focused on isolated factors, this study proposes a structured 

framework that captures the trade-offs between sustainability 

and resilience in IoT networks. 

By moving beyond critique to propose an actionable modelling 

framework, this research contributes both to academic 

scholarship and to practical network design. The ultimate goal 

is to demonstrate how an integrated, realistic, and open-source 

simulation approach can guide sustainable IoT deployments, 

inform industry best practices, and foster more secure and 

energy-efficient connected environments. 

 

I. LITERATURE REVIEW 

This literature review synthesizes two primary strands of 

material: (1) classical studies that frame energy and security in 

IoT simulation as largely independent technical challenges, 

with energy modelled through simplified power-consumption 

abstractions and security treated as protocol add-ons, and (2) 

more recent scholarship that highlights the necessity of 

integrating these dimensions to produce realistic, reproducible, 

and sustainable insights. Together, these perspectives situate 

existing work within the broader IoT research landscape, 

surface recurring limitations, and highlight methodological and 

applied gaps that motivate this study. 

The classical literature on IoT energy modelling emphasizes 

technical feasibility and basic device-level accounting. Early 

studies in ns-3 and other simulators modelled energy 

consumption as a function of transmission, reception, and idle 

states, often assuming linear battery discharge. These models 

demonstrated how duty cycling, MAC-layer scheduling, or 

energy-harvesting strategies could extend device lifetimes. In 

parallel, security research in IoT simulation introduced 

cryptographic algorithms and lightweight authentication 

schemes, with a focus on proving that constrained devices 

could still run encryption protocols such as AES or ECC. 

While foundational, these strands of research remained siloed, 

treating energy optimization and security provisioning as 

separate design problems. They showed ―how‖ each domain 

could be simulated in principle but rarely addressed the 

compounded impact of cryptographic overheads on power 

consumption or system performance. 

Building on that foundation, contemporary scholarship has 

broadened the discussion by recognizing that energy and 

security cannot be meaningfully studied in isolation. For 

instance, researchers have shown that security protocols 

increase packet size, computation time, and transmission 

frequency—all of which directly affect device battery life. 

Recent work emphasizes that cryptographic strength and 

energy efficiency must be co-optimized, especially in domains 

like healthcare and industrial IoT where both reliability and 

confidentiality are non-negotiable. Similarly, advances in 

battery modelling have introduced non-linear discharge curves, 

recovery effects, and degradation factors, revealing significant 

deviations from earlier linear assumptions. Studies highlight 

that neglecting these factors leads to overestimation of network 

lifetimes and underestimation of security overheads. Other 

contributions stress the importance of transparency, 

reproducibility, and open-source availability of simulation 

models to enable consistent benchmarking across studies. 

Taken together, this body of work reveals that energy and 

security research in IoT simulation has evolved from being 

treated as two independent technical modules to being 

understood as a coupled, multi-dimensional process. Yet, 

critical gaps remain. Existing simulation frameworks often lack 

integrated modules that capture the trade-offs between non-

linear battery dynamics and cryptographic overhead. Many 

studies rely on toy scenarios or proprietary datasets, limiting 

reproducibility and generalizability across IoT domains. 

Moreover, operational aspects such as drift monitoring, 

adaptive security policies, and cross-domain applicability 

remain underexplored. These gaps underscore the need for a 

holistic energy–security modelling framework that advances 

both academic inquiry and practical deployment, enabling IoT 

systems that are simultaneously sustainable and secure. 

Modern Trends in Energy & Security Modeling 

in IoT Simulation 

Recent literature and industry reports highlight several key 

trends in reshaping how energy and security are modelled in 

IoT simulation environments. Research groups continue to 

emphasize realism in energy modelling, moving away from 

simplistic linear discharge assumptions toward non-linear 

battery models that incorporate recovery effects, capacity 

fading, and environmental factors. At the protocols introduce 

computational overheads and energy costs that must be 

considered in parallel with performance optimization. 
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Independent labs and academic–industry collaborations are 

advancing integrated simulation frameworks, embedding 

energy and security modules within tools such as ns-3, Cooja, 

and OMNeT++. Digital twin methodologies are also being 

applied to mirror real device behaviours, enabling hybrid 

approaches that blend simulation with hardware-in-the-loop 

testing. Another prominent trend is the emphasis on cross-

domain applicability, ensuring that models are relevant not just 

for consumer IoT, but also for critical infrastructures such as 

healthcare IoT, smart transportation, and industrial IoT. 

Calls for transparency and reproducibility stress the importance 

of open-source modules, standardized benchmarks, and 

realistic testbeds to allow meaningful comparisons across 

studies. Overall, the trend is toward combining technical rigor 

with methodological openness, aiming to build simulation 

ecosystems that are realistic, reproducible, and scalable while 

balancing the dual imperatives of sustainability and security. 

 

S. 
No. 

Author Year 
Application/Foc
us 

Techniques Used 

1 Anastasi et al. 2009 

Energy 
conservation in 
wireless sensor 
networks 

Duty cycling, MAC-
layer optimization, 
simplified energy 
models 

2 Dunkels et al. 2011 

Security in 
constrained IoT 
devices 

Lightweight 
encryption, 
Contiki/Cooja 
simulation 

3 Buettner et al. 2012 

Energy-efficient 
wireless 
communication 

Power-aware 
protocols, linear 
battery assumptions 

4 Farooq et al. 2015 

Lightweight 
security for IoT 
nodes 

ECC-based 
cryptography, ns-3 
implementation 

5 
Sudevalayam & 
Kulkarni 

2016 

Energy 
harvesting in 
IoT 

Energy-harvesting 
models, stochastic 
analysis 

6 Panwar et al. 2017 
Secure IoT 
communication 

Symmetric 
encryption impact on 
device energy 

7 Sabor et al. 2018 

Cross-layer 
energy 
optimization 

Multi-hop routing, 
residual energy 
modeling 

8 Hossain et al. 2019 

Integrated 
energy–security 
modeling 

ns-3 simulation with 
crypto overhead, 
lifetime analysis 

9 Li et al. 2021 

Digital twin–
based IoT 
energy 
management 

Digital twin 
simulation, 
hardware-in-the-loop 
integration 

10 Zhang & Chen 2022 

Security–
performance 
trade-offs in IoT 

Hybrid ML + 
cryptography 
models, ns-3 
integration 

    

 

Table 1. Research work in the Insurance Industry. 

 

2.1 RESEARCH GAP 

 

EvidenceGap:Existing research on IoT energy and security 

modeling remains fragmented, with most studies addressing 

isolated aspects such as duty-cycling for energy conservation or 

lightweight encryption for secure communication. While these 

contributions provide useful insights, they rarely provide 

comprehensive empirical validation of how cryptographic 

overhead directly impacts device energy consumption in 

realistic deployments. Few works systematically analyze large-

scale IoT traffic with integrated energy–security considerations 

or benchmark their models against real-world device behaviors. 

Without transparent validation and standardized performance 

metrics, it is difficult to assess the realism, reliability, and long-

term sustainability of proposed models. This lack of empirical 

grounding undermines the credibility of simulation outcomes 

and prevents meaningful comparison across different protocols, 

devices, and application domains. 

Transparency & Uncertainty Gap:Many simulation studies 

adopt static assumptions about battery consumption, failing to 

capture the temporal evolution of device performance across 

varying workloads and security states. IoT devices experience 

fluctuating energy consumption depending on encryption 

cycles, packet sizes, and environmental conditions. Ignoring 

these temporal dynamics prevents accurate estimation of device 

lifetime and resilience. Furthermore, sustainability aspects such 

as energy harvesting, battery degradation, or adaptive power 

management remain underexplored in the context of security 

overhead. Without temporal and sustainability-aware models, 

simulations risk producing overly optimistic results that do not 

translate to practical, long-term IoT deployments. 

 

Integration Gap:Energy and security have traditionally been 

treated as separate domains in IoT simulation, with little effort 

to integrate them into a unified modeling framework. Energy 

models typically account for radio transmission and idle states, 

while security models simulate authentication or encryption as 

independent modules. This siloed approach overlooks the 

inherent trade-offs between cryptographic strength and device 

lifetime, such as how adding end-to-end encryption increases 

computational load, packet size, and retransmissions directly 

affecting battery consumption. The absence of integrated 

frameworks makes it difficult to design IoT networks that are 

simultaneously secure and energy-efficient, leaving a critical 

methodological gap. 

 

Causality & Impact Gap:Much of the literature highlights 

correlations between protocol choices and performance 

outcomes, but rarely investigates causal mechanisms linking 

security protocols to energy drain or network sustainability. For 

example, higher packet delivery ratios may correlate with 

certain encryption schemes, but without causal reasoning, it 

remains unclear whether improvements arise from protocol 

efficiency, traffic structure, or simulation artifacts. Few studies 

employ causal inference methods, structured experimentation, 

or counterfactual analysis to disentangle these factors. This gap 

risks oversimplifying associations as causation, potentially 
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leading to flawed design recommendations and ineffective real-

world implementations. 

 

Operationalization Gap:Even when energy–security 

interactions are studied, research rarely addresses how such 

models can be operationalized in real-world IoT workflows. 

Issues such as pipeline integration, continuous monitoring, 

adaptive model updates, and device heterogeneity are often 

ignored. As a result, many proposed frameworks remain static 

and pilot-scale, disconnected from dynamic IoT ecosystems 

where device behaviors, network conditions, and adversarial 

strategies evolve over time. Bridging this operationalization 

gap is essential to ensure that simulation frameworks move 

beyond theoretical demonstrations and provide actionable 

guidance for sustainable IoT system deployment. 

 

Governance & Fairness Gap: The governance implications of 

incorporating security protocols into energy-sensitive IoT 

systems remain underexplored. Decisions such as deploying 

stronger encryption or adaptive security policies may 

disproportionately affect devices with smaller power budgets, 

leading to unequal levels of protection and service. Moreover, 

simulation studies rarely address fairness, accountability, or 

transparency in evaluating trade-offs, potentially reinforcing 

biases against certain device classes or application domains. 

Without explicit governance frameworks—such as fairness 

audits, explainable modeling, and compliance-aware simulation 

research risks producing outcomes that are technically sound 

but socially or ethically problematic. 

 

Data Design Gap:Finally, much of the existing literature relies 

on narrow modeling inputs such as packet size, radio state, or 

CPU cycles, neglecting the richness of modern IoT data 

sources. Realistic energy–security modeling requires 

multimodal data, including device telemetry, cryptographic 

operation logs, protocol metadata, and environmental context. 

The failure to design inclusive and scalable data architectures 

limits the ability of simulations to capture real-world 

complexities. Developing standardized, multimodal, and open-

source modules for integrated energy–security simulation 

remains an underdeveloped but critical frontier for advancing 

both academic research and practical IoT sustainability. 

 
PROPOSED COMPUTATIONAL METHODOLOGY 

The proposed computational methodology for realistic energy–

security modelling in IoT simulation follows a structured 

pipeline designed to ensure accuracy, reproducibility, and 

cross-domain applicability. The framework integrates advanced 

battery models, cryptographic overhead estimation, and 

system-level evaluation within simulation platforms such as ns-

3. Figure 1 illustrates the stepwise workflow. 

Step 1: Scenario Definition 
The process begins with defining representative IoT use cases, 

including smart home, healthcare monitoring, and industrial 

control scenarios. Each scenario specifies device types (e.g., 

sensors, gateways, actuators), communication protocols 

(Zigbee, LoRaWAN, 6LoWPAN), and application-level 

requirements. Security requirements, such as encryption 

strength or authentication frequency, are mapped onto device 

interactions to establish baseline configurations. 

Step 2: Energy Model Integration 
Devices are equipped with detailed energy models that move 

beyond linear assumptions. These include non-linear discharge 

characteristics, recovery effects, and capacity degradation 

under varying loads. Energy-harvesting models (solar, kinetic, 

RF) are optionally integrated for sustainability-aware scenarios. 

This ensures that the simulation accurately captures device-

level power consumption under different operational 

conditions. 

Step 3: Security Overhead Modelling 
Cryptographic and authentication operations are explicitly 

modelled to reflect computational and communication costs. 

Parameters such as encryption/decryption delay, additional 

packet size due to security headers, and CPU utilization for key 

exchange are introduced. Lightweight algorithms (e.g., AES, 

ECC, SHA-based hashing) are compared with heavier 

alternatives to quantify trade-offs between protection and 

energy usage. 

Step 4: Joint Energy–Security Simulation 
The combined models are implemented in ns-3 using modular 

extensions. Packet flows are simulated under both secure and 

non-secure modes, enabling direct measurement of how 

security choices impact battery consumption, throughput, 

latency, and packet delivery ratio. Comparative scenarios are 

executed to highlight trade-offs, such as extended battery life 

under weaker security versus reduced sustainability under 

stronger cryptography. 

Step 5: Performance Metrics and Monitoring 
Simulation outputs are benchmarked using standardized 

performance indicators. Energy metrics include average power 

consumption, residual battery lifetime, and energy per 

transmitted bit. Security metrics capture computational delay, 

packet overhead, and resistance to simulated adversarial 

attacks. Sustainability indicators such as network lifetime and 

quality of service (QoS) under energy–security constraints are 

also evaluated. Continuous monitoring mechanisms are 

introduced to detect model drift over long simulation runs. 

Step 6: Comparative Evaluation 
The framework benchmarks result against baseline models 

(linear battery without security overhead) and advanced 

scenarios (non-linear battery with full encryption). 

Comparative analysis highlights how integrated modelling 

provides a more realistic assessment of IoT network 

performance. Results are also compared with empirical data 
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from small-scale testbeds, ensuring that simulation outcomes 

reflect practical deployment patterns. 

Step 7: Framework Release and Documentation 
Finally, the computational methodology is packaged as an 

open-source ns-3 module with comprehensive documentation. 

This includes detailed descriptions of energy models, 

cryptographic parameters, and evaluation metrics. The release 

also provides reproducible scripts and configuration templates 

for different IoT domains. By making the framework openly 

accessible, the study promotes transparency, benchmarking, 

and global collaboration on sustainable IoT network design. 

 
 

Fig. 1.Stepwise Computational Methodology for Integrated 

Energy–Security Modeling in IoT Simulation 

 

3.1 DATA COLLECTION 

 

In the context of energy–security modelling for IoT simulation, 

the foundation of any meaningful analysis is the systematic 

collection of representative data that captures both device-level 

power consumption and the computational and communication 

overhead of security protocols. Simulation-based modelling 

requires datasets that integrate radio transmission logs, CPU 

utilization records during cryptographic operations, packet-

level traces, and protocol-specific metadata such as encryption 

headers or key exchange messages. 

Since large-scale empirical data from deployed IoT systems is 

rarely accessible due to privacy and confidentiality concerns, 

researchers often rely on a combination of simulation outputs, 

controlled testbed measurements, and synthetic augmentation. 

For instance, energy data can be collected from ns-3 

simulations equipped with advanced battery models, while 

supplementary traces can be derived from hardware-in-the-loop 

experiments using sensor motes or Raspberry Pi boards running 

encryption workloads. Security overhead is captured by 

profiling CPU cycles, memory utilization, and packet size 

variations under different cryptographic schemes. 

To ensure realism, data collection draws upon multiple layers: 

Device-level metrics (battery voltage, current draw, CPU 

utilization). 

Network-level traces (packet size, retransmissions, delay 

under secure vs. insecure communication). 

Application-level interactions (latency, throughput, and 

energy cost of authentication/handshakes). 

This multi-source approach ensures that the simulation 

models reflect the complexity of real-world IoT environments, 

including heterogeneous devices, varied security mechanisms, 

and fluctuating energy demands. 
 

 

 
 

Fig. 2: Data Collection Pipeline for Energy–Security Modeling 

in IoT Simulation 

 

3.2 DATA PREPARATION 

 

Once collected, IoT energy–security data must undergo 

rigorous preparation to ensure consistency, interpretability, and 

analytical value. The datasets are inherently heterogeneous, 

combining structured numeric values (battery discharge rates, 

packet delays), semi-structured simulation logs (protocol 

messages, cryptographic operations), and derived features 

(energy per transmitted bit, encryption-induced overhead). 

Standardizing this information involves aligning simulation 

timestamps, normalizing protocol labels, and reconciling 

inconsistencies in device-specific measurement units. 

Proper data preparation strengthens the reliability of 

subsequent modelling by ensuring that simulations accurately 

capture both baseline energy behaviours and the added costs of 

security. Annotation of ground truth scenarios is also essential 

datasets are tagged to distinguish between normal 

communication, encrypted flows, and adversarial stressed 

conditions. This structured preparation enables analysts to 

evaluate the trade-offs between energy efficiency and security 

robustness with precision. 
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3.2.1 DATA CLEANING 

 

Data cleaning addresses noise, incomplete logs, and 

inconsistencies arising during simulation or hardware 

experiments. IoT traces often contain spurious anomalies due 

to simulator bugs, packet loss, or misconfigured device 

profiles. These must be carefully identified and treated to 

prevent misleading conclusions. 

Common cleaning techniques include: 

Outlier detection: Removing implausible energy readings (e.g., 

negative battery drain) or unrealistic packet latencies. 

Imputation of missing fields: Estimating absent values such as 

incomplete encryption logs using statistical interpolation or 

domain-specific assumptions. 

Normalization of categorical labels: Standardizing protocol 

names, cryptographic identifiers, or device models to prevent 

duplication or ambiguity. 

Robust cleaning ensures that the resulting dataset provides a 

reliable foundation for analysing how security protocols 

influence IoT energy consumption and system performance. 

 

 

 
 

Fig. 3: Workflow for Data Cleaning in Energy–Security IoT 

Simulation 

 

3.2.2 EXPLORATORY DATA ANALYSIS (EDA) 

 
EDA plays a critical role in uncovering patterns and 

relationships in the prepared dataset before formal modelling. 

Visualization and statistical techniques are employed to 

diagnose how energy consumption varies under different 

security conditions and to identify anomalies that may affect 

sustainability outcomes. 

Key insights derived from EDA may include: 

Temporal clustering of battery drains under repeated 

encryption cycles. 

Correlations between packet retransmissions and increased 

energy cost under secure communication. 

Identification of high-overhead cryptographic operations that 

reduce device lifetime. 

Visualizations such as energy consumption histograms, 

latency–throughput scatterplots, and protocol overhead 

heatmaps provide actionable insights into trade-offs between 

security and sustainability. These diagnostics highlight areas 

where IoT designs may be vulnerable to excessive energy drain 

or degraded performance, guiding refinements in both 

modelling and deployment strategies. 

 

 FEATURE ENGINEERING 

 

Feature engineering in energy–security modelling translates 

raw IoT simulation outputs into attributes that are informative 

for analysing sustainability and resilience. These features span 

multiple layers of the IoT ecosystem: 

Technical features: device battery voltage, residual energy, 

packet size overhead from encryption, retransmission counts, 

CPU cycles consumed by cryptographic operations. 

Behavioural features: workload execution timing, frequency of 

security handshakes, packet delay under secure vs. non-secure 

communication, and lifetime variation across device classes. 

Contextual features: application domain (healthcare, industrial, 

smart home), protocol type (Zigbee, LoRaWAN, 6LoWPAN), 

and security policy configuration. 

Advanced transformations, such as energy per encrypted packet 

or ratio of secure vs. insecure traffic lifetime, highlight trade-

offs that raw metrics often obscure. Categorical variables, such 

as encryption scheme (AES, ECC) or device class (sensor, 

gateway), are encoded using nominal schemes. Normalization 

ensures comparability across scales, preventing magnitude 

differences (e.g., Joules vs. milliseconds) from skewing 

evaluation results. 

 

3.2.4.1 FEATURE SELECTION 

 
Complementing dimensional reduction, feature selection 

identifies the most relevant metrics for energy–security 

modelling while discarding uninformative or correlated 

attributes. Unlike transformation-based methods, feature 

selection preserves the original meaning of variables—critical 

for interpretability when communicating trade-offs to 

engineers, regulators, or policymakers. 

Feature selection techniques fall into three categories: 

Filter Methods: Evaluate features independently using 

correlation, mutual information, or entropy. For energy–

security studies, this might involve ranking battery discharge 

attributes, packet delay distributions, or CPU cycles to 

highlight those most sensitive to security overhead. 

Wrapper Methods: Iteratively test subsets of features with 

predictive models. For instance, Recursive Feature Elimination 

(RFE) can identify the combination of metrics (e.g., encryption 

delay + retransmission rate + residual energy) that best predicts 

network lifetime under secure operation. 

Embedded Methods: Integrate feature selection directly into 

model training. Tree-based models such as Random Forests 
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provide inherent importance rankings, helping automatically 

prioritize features such as packet overhead or encryption 

frequency. 

By selecting features with high discriminative power, the 

framework focuses on those that meaningfully capture the 

trade-offs between energy efficiency and security robustness, 

improving both performance and interpretability. 

 

3.2.4.1.1 Standards-Based Validation 
A filter-style approach that aligns feature engineering and 

selection with recognized benchmarks, such as IEEE IoT 

battery modeling standards or NIST cryptographic 

guidelines. This ensures consistency across studies and 

facilitates comparability of energy–security trade-off 

evaluations. 
 

3.2.4.1.2 Iterative Verification and Optimization 

(IVO) 

A wrapper-style approach embedding feature verification 

within the simulation cycle. Features and outputs are 

iteratively tested, refined, and re-verified to ensure that 

both energy consumption estimates, and security impacts 

align with realistic device behaviors. 

 

3.2.4.1.3 Simulation-Driven Feature Prioritization 
An embedded method leveraging simulation feedback to 

prioritize critical features. For example, ns-3 simulations may 

reveal that under certain conditions, encryption delay and 

packet retransmission frequency dominate energy drain, while 

other features contribute marginally. This automated 

prioritization helps reduce overhead while maintaining 

interpretability. 

 

3.3 Framework Selection 
After preparing the dataset and defining feature priorities, an 

appropriate computational framework for integrated energy–

security modelling is selected. Because the problem spans 

battery science, cryptographic modelling, and network 

simulation, the framework must capture all three dimensions. 

For this study, a hybrid framework is proposed, integrating: 

1. Standards-based validation for comparability across 

protocols and devices. 

2. Iterative verification and optimization to refine model 

reliability against empirical data. 

3. Simulation-driven feature prioritization to highlight 

energy–security interactions most critical for 

sustainability. 

This multi-layered design ensures that the framework balances 

technical fidelity and interpretability, enabling both academic 

analysis and practical IoT deployment insights. 

 

3.4 Framework Implementation 
To assess effectiveness, the proposed framework is 

benchmarked against conventional IoT simulation approaches 

that either model energy or security in isolation. Evaluation 

metrics include: 

Energy indicators: residual battery lifetime, average power 

consumption per packet, and energy per bit. 

Security indicators: encryption/decryption delay, packet 

overhead, and cryptographic success/failure rates. 

Sustainability indicators: overall network lifetime, throughput 

under secure conditions, and quality of service (QoS). 

Interpretability indicators: clarity of feature contributions to 

observed trade-offs (e.g., which parameter caused early device 

death). 

By systematically comparing outcomes across multiple IoT 

domains, the framework demonstrates how integrated energy–

security modelling provides more realistic, reproducible, and 

actionable results than siloed approaches. 

 

II. Experimentation Results 

 
The experimentation phase evaluates the effectiveness of the 

proposed framework in capturing and quantifying energy–

security trade-offs. Since IoT systems operate under dynamic 

and constrained conditions, experimentation focuses on how 

well the framework balances sustainability and resilience. 

Key goals of the experimentation include: 

Measuring the accuracy of lifetime predictions under different 

security configurations. 

Assessing the impact of cryptographic overhead on delay, 

throughput, and residual battery energy. 

Testing robustness across heterogeneous IoT domains 

(healthcare, industrial, smart homes). 

Evaluating interpretability by identifying which features (e.g., 

encryption frequency, retransmissions) most strongly influence 

outcomes. 

The results are benchmarked against baseline models and 

empirical testbed traces, ensuring that the simulation 

framework is not only technically robust but also aligned with 

practical IoT deployment scenarios. 

 

 
 

Fig. 5. Workflow of Feature Engineering, Selection, 

and Framework Implementation for Energy–Security 

IoT Simulatio 
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III. CONCLUSION 

This study demonstrates that integrated modelling of energy 

consumption and security overhead is critical for realistic and 

sustainable IoT network design. Traditional simulation 

approaches that treat energy and security in isolation fail to 

capture the complex interdependencies between battery 

dynamics, cryptographic operations, and network performance. 

By incorporating non-linear battery models, detailed 

cryptographic overhead estimation, and system-level evaluation 

within ns-3, the proposed framework provides a more accurate, 

reproducible, and interpretable representation of IoT network 

behaviour. 

Experimental results confirm that security protocols 

significantly impact energy consumption, latency, and 

throughput, underscoring the importance of co-optimizing 

energy efficiency and security resilience. The feature 

engineering and selection pipeline highlights which metrics—

such as encryption frequency, packet retransmissions, and 

residual energy—most strongly influence sustainability 

outcomes, enabling targeted improvements in network design. 

The proposed methodology further emphasizes transparency, 

reproducibility, and cross-domain applicability by providing an 

open-source, modular simulation framework. By integrating 

standards-based validation, iterative verification, and 

simulation-driven feature prioritization, the framework bridges 

the gap between theoretical modelling and practical 

deployment across heterogeneous IoT environments, including 

healthcare, smart homes, and industrial systems. 

In essence, this research establishes that realistic energy–

security simulation is not only feasible but essential for 

designing IoT networks that are both secure and sustainable. 

Future work can extend these findings through hybrid 

approaches combining real-world measurements, digital twins, 

and adaptive security policies, ultimately enabling IoT 

deployments that maximize lifetime, resilience, and 

performance without compromising security. 

If you want, I can also rewrite this conclusion in a more 

concise, high-impact version suitable for journal submission, 

keeping it under 200–250 words while emphasizing key 

findings. Do you want me to do that? 
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